The New Jersey Office of Emergency Management Field Training Squad will be
hosting the MGT-385 Community Cyber Security Exercise Planning.

Location: NJSP Troop C Headquarters, Hamilton (Mercer County)

Date: September 25, 26 and 27, 2012

Time: 8:30 AM — 4:30 PM each day

Instructor: An Instructional Team from Texas Engineering Extension Services
(TEEX) will be delivering this course.

Day one will consist of the AWR-136 “Essentials of Community Cyber Security”
Course that will run from 8:30 AM to 12:30 PM. This is the prerequisite for MGT—
385, the “Community Cyber Security Exercise” Course.

Anyone who has already completed the AWR-136 course should send in a copy
of the certificate for that course, along with the application for the MGT-385
Community Cyber Security Exercise Planning Course. They will not need to
attend the first day of training on September 25™.

New Jersey OEM Training Application for this course can be downloaded from

NJOEM Field Training web site and faxed to the number listed on the application.
http://www.state.nj.us/njoem/programs/pdf/051012 _trainingapp.pdf

AWR-136 Essentials of Community Cyber Security

Overview: This half-day lecture training course places the issues of cyber
security in a community context and demonstrates how cyber attacks by terrorist
organizations can impact, prevent, and/or stop business operations, and
emergency responses. The lecture covers cyber threats, vulnerabilities and
countermeasures, explains how computer

systems and networks are vulnerable, and how this vulnerability affects the
organization.

Students attending this course receive a Certificate of Completion. (4 hours)
0830am to 12:30pm

Audience: Personnel with no more than a basic understanding of cyber security
that are involved with critical infrastructure, emergency operations, and incident
response in public or private organizations, including state, county, and municipal
officers; members of industry affiliations and chambers of commerce should
attend.

Prerequisites: No prerequisites.

MGT-385 Community Cyber Security Exercise Planning



Overview: This 2-day non-technical course is designed to assist exercise
planners incorporate cyber into an exercise in meaningful ways. Participants will
be introduced to cyber topics and how cyber can impact the business operations
of an organization and community. Lecture and activities will explore objectives,
players, cyber injects and challenges to incorporating cyber into exercises.
Participants will be exposed to many possible injects and scenarios that can be
used in an exercise. Students attending this course receive a Certificate of
Completion. This course will run from 8:30am to 3:30 pm each day

Audience: Personnel currently or likely to be involved in the development and
execution of exercises within their community.

Prerequisites: AWR-136 Essentials of Community Cyber Security

Participants should have an understanding of the Homeland Security Exercise
and Evaluation Program (HSEEP) and have familiarity with community and/or
organizational exercises. The concepts and ideas delivered in 1S-120.a “An
Introduction to Exercises” from the Federal Emergency Management Agency
may prove to be beneficial in preparation for this course.



